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Scope Justification: AEON web server utilizes
third-party API to redirct users to payment
provider. After redirect, entire payment process
occurs between user and provider only.

Authorized payment providers include:
Paypal
Sagepay
Authorize.net
PayEEZY
Touchnet
Cybersource

Providers are selected and contracted by AEON
clients, NOT Atlas Systems. Atlas Systems only
implements the appropriate redirects.

Scope Justification: Components provide security
services to AEON web server. Components impact
the security of the CDE.

#1: (HTTPS 443) payment request received

#2: (HTTPS 443) Web server
redirects user to payment gateway
via API redirect.

#3: (HTTPS 443) User opens direct
connection with payment gateway
for payment processing.

Web pages that are hosted on the Aeon
Web Server are replicated from Github.
Github is utlized for change tracking,
code review, and page ACLs.

internet

Editor will upload
pages to the Main
repository

Atlas Dev code
reviews production
pages and pushes to
Prod repository

Contains Main
and
Production
repositories

Web pages that are hosted on the Aeon
Web Server are replicated from Github.
Github is utilized for change tracking,
code review, and page ACLs.
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